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Part "Original Cigital Coding Rule in XML"

Mime-type: text/xml, size: 4205 bytes

Attack Category

e Madlicious Input
» Path spoofing or confusion problem

Vulnerability Category

+ Buffer Overflow
* Unconditiona

Softwar e Context

» File Path Management
* Filename Management

L ocation

Description

. shiwapih

The destination string buffer for the PathCombine()
function must be long enough to hold the return file
path and the returned file path must be validated
before use.

The PathCombine() function combines a directory
and afile parameter into a single path. PathCombine
does not perform any checking on the specified
directory or filename to determine if they are valid.

APIs

Function Name Comments
PathCombine Src: 1; 2.

PathCombineA Src: 1; 2. ASCII

PathCombineW Src: 1; 2. Unicode

Method of Attack

The attacker can overflow the destination buffer if
it is not long enough to hold the combination of the
"dir* and "file" parameters.

Exception Criteria

Solutions

Solution Solution Solution
Applicability | Description Efficacy
Whenver The first Effective
PathCombine() | parameter,
iscalled. IpszDest,

should be

at least

MAX_PATH
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Signature Details

Examples of Incorrect Code

LPTSTR PathCombine(
LPTSTR IpszDest,
LPCTSTR lpszDir,
LPCTSTR IpszFile

);

/1 Buffer to hold conbi ned path.
TCHAR buf fer 1] MAX10] =
TEXT(""); // Note: Buffer is too
smal |

LPTSTR | pStr1;

| pStr1 = buffer_1;

/1l String for balance of path
name.

TCHAR buffer_2[ ] = TEXT("One\
\ Two\\ Three");

LPCTSTR | pStr 2;

| pStr2 = buffer_2;

/1 String for directory nane.
TCHAR buffer_3[ ] = TEXT("C");
LPCTSTR | pStr 3;

| pStr3 = buffer_3;

Pat hConbi ne(l pStrl, 1 pStr3, 1 pStr2);

Examples of Corrected Code

/1 Buffer to hold conbined path.
TCHAR buffer _1[ MAX_PATH] =
TEXT(""); // Note: Buffer is
properly sized

LPTSTR | pStr1;

| pStr1 = buffer 1;

/1 String for bal ance of path
name.

TCHAR buffer 2[ ] = TEXT(" One\
\ Two\\ Three");

LPCTSTR | pStr 2;

| pStr2 = buffer_2;

/1l String for directory nane.
TCHAR buffer 3[ ] = TEXT("C.");
LPCTSTR | pStr 3;

| pStr3 = buffer_3;

Pat hConmbi ne(l pStrl, | pStr3, | pStr2);

Sour ce Reference e http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/
reference/shlwapi/path/pathcombine.asp?
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